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MAIN FINDINGS 

1. Human trafficking is a grave human rights violation and a form of international crime that is on the 

rise. As of July 2018, human trafficking is estimated to be one of the most profitable crimes in the world, and 
the market is estimated at $150.2 billion a year. However, the characteristics of the phenomenon make it 
difficult to obtain a clear picture of its dimensions and this type of crime is likely underreported. 

2. Armed conflict zones tend to be characterized by unique conditions: the fall of a regime, the deterioration 
of the rule of law, forced displacement, humanitarian needs and poor socioeconomic status, social division 
and family disintegration. These conditions benefit various players, including armed groups, by increasing 
the vulnerability of potential victims and the risk of human trafficking. 

3. In West Africa and Central Africa, designated terrorist groups of a different nature combine political 
violence and armed groups alongside criminal organizations. North Africa and the Sahel are populated by 
nomadic tribes historically characterized by merchant activities — including smuggling — as a critical tool 
for their economy, culture, and survival. Thus, illegal trafficking constitutes a relevant component in the 
financing of terrorist groups in these areas. 

4. Armed groups use human trafficking as part of its strategy to control the local population, but it also has 
an economic dimension and the revenue derived from trafficking activities likely help finance the 
organization's activities. Although human trafficking is not a primary source of revenue for terrorists 
compared to other, more profitable sources of terrorist financing, such as natural resources, taxation and 
extortion, it is an opportunist source of financing for eschatological, historical and religious justifications. 

5. Assessment 1: The loss of the Islamic State’s core territory — and consequent loss of territory-based 
sources of financing — creates potential for the use of trafficking in women as a source of financing. 

6. Assessment 2: Developments related to Boko Haram’s alliances with other declared terrorist 
organizations in Africa and the Middle East may affect its financing strategy; in light of the organization's 
rich past in the abuse of women, it is possible that it would turn to trafficking women as a means of 
financing. 

7. Assessment 3: The human trafficking activities carried out by the Al-Dabbashi militia on the one hand, 
and the ties that it fosters with terrorist organizations on the other hand, indicate the beginning of a trend of 
establishing ties between terrorist organizations and human trafficking organizations in Africa as a means of 
financing terrorism. 

8. Recommendation: If these assessments are accepted, then the phenomenon must be met by a 
comprehensive response that also addresses the use of information and communication technologies as 
platforms that enable/facilitate the perpetration of these crimes. 
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INTRODUCTION 

Human trafficking constitutes a key component of the terrorist strategy to subjugate and enslave 

vulnerable populations, promote ideology and increase the recruitment of activists. In addition, 

human trafficking can be an attractive source of revenue. Although human trafficking is not a 

primary source of revenue for terrorists, especially in comparison to other, more profitable sources 

of financing such as natural resources, taxation and extortion, it is an opportunistic source of 

financing. 

The issue of human trafficking is not new, but in recent years the phenomenon has been on the rise. 

International bodies write reports discussing the phenomenon from various perspectives. For 

example, the US State Department ranked the countries of the world in terms of their ability to cope 

with the phenomenon.  The UN Security Council expressed deep concern at the persistence of 1

human trafficking and at the high number of women and children exposed to trafficking in areas of 

armed conflict, and it called upon countries to improve implementation of their legal obligations to 

incriminate, prevent and eradicate the phenomenon of human trafficking and to increase their 

efforts to investigate, disrupt and dismantle human trafficking networks in those areas.  In 2

Resolution 2331,  the Security Council instructed the CTED to identify and examine the connection 3

between human trafficking, terrorism and terrorism financing.  The CTED also participated in a 4

joint project with the FATF, in the framework of which they prepared a typology of the cash flow 

from human trafficking.  5

The documents and studies that seek to examine the phenomenon do not approach it from the 

angle of terrorism financing, whereas this study points to a possible link between the 

trafficking of women on the one hand and terrorism financing on the other hand; in 

particular, on the platform through which criminal transactions are conducted — the 

darknet. 

 DOS (2018) Trafficking in Persons, Department of State, USA. Available online: https://www.state.gov/documents/organization/1

282798.pdf Accessed December 27, 2018.
 UNSCR, (2017) Resolution 2388, S/res/2388, United Nations Security Council, November 21, 2017. Available online: https://2

monusco.unmissions.org/sites/default/files/2388_trafficking_in_persons_ev.pdf Accessed December 30, 2018.
 UNSCR, (2016) Resolution 2331, S/res/2331, United Nations Security Council, December 20, 2016. Available online at: http://3

www.un.org/en/ga/search/view_doc.asp?symbol=S/RES/2331%282016%29. Accessed March 8, 2019.
 CTED, (2019) Identifying and Exploring the Nexus between Human Trafficking, terrorism, and Terrorism Financing. Available 4

online at: https://www.un.org/sc/ctc/wp-content/uploads/2019/02/HT-terrorism-nexus-CTED-report.pdf. Accessed March 8, 2019. 
 FATF-APG (2018), Financial Flows from Human Trafficking, FATF, Paris, France, June 2018. Available online: http://www.fatf-5

gafi.org/media/fatf/content/images/Human-Trafficking-2018.pdf. Accessed March 8, 2019.
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The first chapter characterizes the phenomenon of human trafficking and brings a unique case study 

that proves the existence of the phenomenon on the darknet. As a result of the findings that emerged 

from the case study, the second chapter reviews trafficking routes in Africa, with an emphasis on 

armed conflict zones. The third chapter discusses the connection between terrorism financing and 

the trafficking of women by presenting case studies — the Islamic State and Boko Haram — whose 

part in the human trafficking industry, however anecdotal it may be, is known and well-

documented. The third case study presented is the Al-Dabbashi militia, in order to highlight the 

connection between terrorist organizations and criminal organizations whose main area of activity is 

human trafficking. In the summary of the document, conclusions, assessments and future 

recommendations are presented. 

HUMAN TRAFFICKING 

 Legal Definition

Human trafficking is a serious human rights violation. Each year, thousands of men, women and 

children fall prey to traffickers in their countries of origin and abroad. Nearly every country in the 

world is affected by traffickers, whether it serves the country of origin, transit or destination of 

the victims. Human trafficking is defined in Article 3(a) of the Protocol to Prevent, Suppress and 

Punish Trafficking in Persons (Palermo Protocol), which supplements the United Nations 

Convention against Transnational Organized Crime, which was signed in 2000 and entered into 

force in 2003. According to the protocol, human trafficking is defined as the recruitment, 

transportation, harbouring, or receipt of persons (the act) through the threat or use of force, 

coercion, abduction, fraud, deception, abuse of power or vulnerability, or giving payments or 

benefits to a person in control of the victim (the means) for the purpose of various types of 

exploitation (Fig. 1).  The main purposes for which humans are trafficked and exploited are sex 6

 UN (2004) Convention against Transnational Organized Crime and the Protocols Thereto, United Nations, Vienna. Available 6

online: https://www.unodc.org/documents/treaties/UNTOC/Publications/TOC%20Convention/TOCebook-e.pdf Accessed December 
28, 2018. 

!6

Figure 1: The legal definition of human trafficking including three components as defined by the Palermo Protocol

Act Means Purpose

https://www.unodc.org/documents/treaties/UNTOC/Publications/TOC%2520Convention/TOCebook-e.pdf
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trafficking and forced labor. Other purposes include begging, forced marriage, fraud, pornography 

and organ removal.  This report focuses on the trafficking of women for the sex industry. 7

 Scope of the Phenomenon

In light of its characteristics and the absence of a methodology for quantifying the number of 

trafficking victims around the world, the dimensions of the phenomenon are unclear. In 2017, the 

International Labour Organization (a UN agency focusing on issues of labor relations) published the 

Global Estimates of Modern Slavery, a report summarizing data from 2016. According to the report, 

in 2016 there were 24.9 million human trafficking victims, 71% of whom were women and girls; in 

the five preceding years, 89 million people experienced modern slavery to varying degrees for 

periods ranging from a few days to the rest of their lives.  Also, Victims can suffer multiple 8

different forms of trafficking at any given time. According to a report published by the United 

Nations Office on Drugs and Crime (UNODC) in 2016, the main victims were women and girls 

(51% and 20% of all victims, respectively); however, the number of male victims — men (21%) 

and boys (8%) — is on the rise.  It is likely that such crimes are underreported; victims of 9

trafficking do not know the local language or culture, and their foreignness increases their 

vulnerability and deters them from exercising their rights. 

Human trafficking is a type of international crime that is developing at an accelerated rate. The 

displacement and vulnerability of people in areas of conflict increase the extent of the 

phenomenon.  People who flee from war zones and persecution are at high risk of falling victim to 10

human trafficking. Conflict zones create conditions that benefit human traffickers, but not only by 

creating a mass of weakened people fleeing violence; armed groups take part in trafficking in the 

areas where they operate, and while they recruit thousands of boys to use as fighters, women and 

girls are often victims of forced marriages and sexual slavery.  11

 UNODC (2016) Global Report on Trafficking in Persons, United National Office on Drugs and Crime, Vienna. Available online: 7

https://www.unodc.org/documents/data-and-analysis/glotip/2016_Global_Report_on_Trafficking_in_Persons.pdf Accessed 
December 27, 2018.
 ILO, (2017), Global Estimates of Modern Slavery, International Labour Office, Geneva. Available online: https://www.ilo.org/8

wcmsp5/groups/public/@dgreports/@dcomm/documents/publication/wcms_575479.pdf Accessed December 27, 2018.
 UNODC (2016) Global Report on Trafficking in Persons, United National Office on Drugs and Crime, Vienna. Available online: 9

https://www.unodc.org/documents/data-and-analysis/glotip/2016_Global_Report_on_Trafficking_in_Persons.pdf Accessed 
December 27, 2018.
 FATF-APG (2018), Financial Flows from Human Trafficking, FATF, Paris, France, June 2018. Available online: http://www.fatf-10

gafi.org/media/fatf/content/images/Human-Trafficking-2018.pdf
 UNODC (2016) Global Report on Trafficking in Persons, United National Office on Drugs and Crime, Vienna. Available online: 11

https://www.unodc.org/documents/data-and-analysis/glotip/2016_Global_Report_on_Trafficking_in_Persons.pdf Accessed 
December 27, 2018.
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The Darknet 
In October 2018, the British organization, Stop the Traffik, published research that sought to 

examine the extent of the darknet’s contribution to the facilitation of human trafficking by studying 

supply, demand and users’ reactions to online trafficking. The study focused on the DeepPaste 

website — a ‘pasting’ site on the darknet where users can post messages, requests and offers 

anonymously. The site was monitored daily for three months (June-August 2018) by the cyber-

intelligence company, Cyjax, at the end of which it performed content analysis and derived insights: 

1. ‘Pasting’ messages placing human beings for sale are posted on an almost daily basis. 2. Some 

(or all) of the offers are scams. 3. Some users condemn this type of ad. 4. Some users identify these 

ads as scams. 5. Users who express interest may be authentic or may be trying to incriminate the 

traffickers. The company concluded that it was not possible to determine whether, and to what 

extent, the darknet facilitates human trafficking and that further research is needed to understand the 

extent of the darknet’s contribution to human trafficking.  12

In December 2018, I reconstructed the research. I focused on the ‘pasting’ site, Stronghold Paste, 

and collected all the human trafficking ads that were posted to the site between November 20, 2018 

and December 27, 2018. I collected 26 ‘pasting’ messages that were divided into four themes: the 

sale of black women (54% of all the ads), the sale of organs (23%), and the sale and rent of women 

(19%) and minor girls (4%). The messages were all posted anonymously, meaning, without 

registering to the site. The messages all led to three email addresses that were left as a means of 

contacting the traffickers: a dedicated email address for ads dealing with the sale of black women, a 

dedicated e-mail address for ads dealing with the sale of organs, and a dedicated e-mail address for 

ads dealing with the sale and rent of women and minor girls. It is quite possible that one entity is 

posting the three types of ad and operating three functional email accounts for each type of 

ad. I cross-checked the data with the ‘pasting’ ads on the DeepPaste site, which was monitored in 

the research by Stop the Traffik. The email address to contact the trafficker noted on the ads posted 

on the Stronghold Paste site was also found on similar posts that were disseminated on the 

DeepPaste site. This means that the same trafficker(s) is operating on more than one site (Fig. 2 

& 3). 

 Stop the Traffik (2018) Human Trafficking and the Darknet: Insights on Supply and Demand, Center for Intelligence Led 12

Prevention (CfILP), London, October 2018. Available online: https://www.stopthetraffik.org/download/human-trafficking-darknet/ 
Accessed December 28, 2018.
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 Figure 2: A screenshot from the ad posted on the Stronghold Past website

Figure 3: A screenshot from the ad posted on the DeepPaste website
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At the same time, I entered the trafficker’s email address (girlssales@secmail.pro) in the Sixgill 

system to gather information from the darknet. The system identified the address in 63 ads that were 

published on only two sites: Stronghold Paste and DeepPaste. The first ad appeared on November 

14, 2018 and the last, as of the time of writing, appeared on December 27, 2018. Almost all the ads 

are ‘pasting’ ads that offer black women for sale and all of them are written in English only. In some 

of the ads, the trafficker left an additional means of contact – a dedicated email address on 

Ricochet, an instant messaging software that provides the user with anonymity through a Tor 

network that cannot be traced. 

On November 15, 2018, an anonymous (non-registered) user posted a message on the DeepPaste 

‘pasting’ site according to which they (plural) replaced the email address 

blackgirlsmarket@elude.in with the email address girlssales@secmail.pro. The Sixgill system 

identified only three instances where the previous address appeared. The address appeared in 

advertisements for the sale of black women on the two above-mentioned ‘pasting’ sites in July 

2018. 

On December 6, 2018, the traffickers posted a message on the DeepPaste site stating that the 

women taken from Africa would now also be sold in Britain and the United States. 

!10

Figure 4: Ads in which the email address of the trafficker appears on the timeline. Source: Sixgill

Figure 5: The post regarding a change of email address. Source: Sixgill

Figure 6: The post regarding the expansion of trafficking to Britain and the US. Source: Sixgill
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In the next stage, I wrote to the email address attached to the messages advertising the trafficking of 

black women (since they were most of the ads that we collected) to check if it was a scam. In 

response, the trafficker sent three photos of a young African woman. In all three photos she is 

naked, her face is hidden so as not to be caught in the camera lens, and she holds a paper with the 

trafficker’s email address on it. The photos look authentic and my assessment is that this is not 

fraud. 

If we accept this assessment, it is possible to derive several relevant insights from the 

correspondence. First, while the trafficker’s apology for his late response was phrased in the 

singular, all the verbs associated with the trafficking activity (sale, ownership) were phrased in the 

plural, indicating that the trafficker is not acting alone but rather in the framework of an 

organization or cell. Second, without being asked explicitly, the trafficker volunteered the direct 

piece of information that they “owned” women from conflict zones in Africa. Here too, he used the 

second-person plural, “us” (apparently him and his partners). Third, when the trafficker was asked 

about trafficking women from other African countries, he stated in his reply that “they” demand an 

advance. The use of the third-person plural implies that the trafficker and his partners (“we”) 

conduct their business with another group (“they”). It is possible that there is a chain of supply in 

which the trafficker in the network and his partners are responsible for the international transport of 

the women while another organizational/cell entity is responsible for bringing the women. 

TRAFFICKING ROUTES IN AFRICA 

 Geographic Profile
Sub-Saharan Africa is a term that commonly refers to the countries located in the areas south of the 

Sahara Desert to distinguish them from North African countries (Fig. 7). Many international 

organizations refer to sub-Saharan Africa as a separate regional unit from North Africa, more 

connected to the Middle East. For example, the United Nations Statistics Division assigned Sudan 

to the North African region. However, the organization notes that the division of countries and 

regions is for statistical convenience only and does not reflect political aspects.  Since the 13

classification of Sudan is controversial, and because various trafficking routes are used for 

different types of smuggling, we will review the routes used for the trafficking of women both from 

 UN (1999), Standard Country or Area Codes for Statistical Use (M49), UN Statistics Division. Available online: https://13

unstats.un.org/unsd/methodology/m49/  Accessed December 29, 2018.
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the perspective of North Africa and the Middle East, and from the perspective of sub-Saharan 

Africa. 

North Africa and the Middle East 

Sex trafficking in North Africa and the Middle East is extensive and accounted for 39% of all 

trafficking cases reported in the region between 2012-2014;  and 36% of all cases reported 14

between 2014-2016 (Fig. 8).  This is an international trafficking zone where significant numbers of 15

victims are of sub-Saharan Africa descent. Nigeria, for example, reported on Nigerian trafficking 

victims who are repatriated to their countries of origin after being trafficked in North Africa and the 

Middle East.  North Africa and the Sahel are populated by nomadic tribes historically 16

characterized by trafficking activities — including smuggling — as a critical tool for their 

economy, culture, and survival. The illegal trafficking that characterizes North Africa and the 

Sahel is a relevant component in the financing terrorist groups in these areas.  17

 UNODC (2016) Global Report on Trafficking in Persons, United National Office on Drugs and Crime, Vienna. Available online: 14

https://www.unodc.org/documents/data-and-analysis/glotip/2016_Global_Report_on_Trafficking_in_Persons.pdf Accessed 
December 27, 2018.
 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 15

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 5, 2019.
 UNODC (2016) Global Report on Trafficking in Persons, Ibid.16

 NATO (27.03.2018) Illicit Trafficking in North Africa and Sahel. NATO Strategic Direction — South Hub. Available online at: 17

https://www.thesouthernhub.org/publications-2/made-in-nsds-hub/new-nsds-hub-publications/nsds-hub-illicit-trafficking-in-north-
africa-and-sahel.aspx Accessed February 28, 2019.
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Figure 7: The Sahara Desert and the Sahel
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Sub-Saharan Africa 

Most of the trafficking victims who were identified and reported in sub-Saharan Africa were 

minors, more boys than girls. This is due to the types of exploitation predominant in the area, which 

is mainly forced labor and child soldiers. In adults, trafficking in women is more common than in 

men, and reported victims were mainly in Nigeria and Uganda. Sex trafficking is widespread 

throughout the region, whether as sexual slavery in the context of conflict or as forced prostitution, 

which occurs mainly in city centers and tourist areas. Approximately 29% of the total number of 

victims reported in the area between 2012-2014 were trafficked for the sex industry;  Between 18

2014-2016, trafficking for sexual exploitation accounted for about one-third of all reported victims 

(Fig. 9). In segmenting Sub-Saharan Africa into sub-regions — West Africa, East Africa and South 

Africa — sex trafficking was found predominantly in West African countries, where almost 2,000 

victims of sex trafficking were reported between 2014-2016.  19

 

 UNODC (2016) Global Report on Trafficking in Persons, United National Office on Drugs and Crime, Vienna. Available online: 18

https://www.unodc.org/documents/data-and-analysis/glotip/2016_Global_Report_on_Trafficking_in_Persons.pdf Accessed 
December 27, 2018.
 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 19

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 5, 2019.
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Figure 8: The breakdown of trafficking 
victims reported in North Africa and 
the Middle East according to type of 

exploitation, 2016

9%
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Trafficking for sexual exploitation
Trafficking for forced labor
Trafficking for other purposes

 Figure 9: The breakdown of 
trafficking victims reported in Sub-
Saharan Africa according to type of 

exploitation, 2016 
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64%
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Trafficking for sexual exploitation
Trafficking for forced labor
Trafficking for other purposes

Source: UNODC Global Report on Trafficking in Persons 2018
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Sub-Saharan Africa is a source of inter-regional trafficking. Victims from this region were identified 

or repatriated to their birth countries from 55 countries outside the region, including 20 in Western 

and Southern European countries. Most of the victims were from West Africa. Approximately 3% of 

victims identified in Western and Southern Europe were citizens of East African countries, which 

could indicate a rise in trafficking from this region, especially from the Horn of Africa to Europe. A 

limited number of victims were trafficked from southern Africa to Europe. In addition, information 

on repatriation to their home countries shows a trafficking route from sub-Saharan Africa to 

Southeast Asia (Fig. 10).  20

 

 Armed Conflict Zones
People living in areas affected by armed conflict may experience abuse, violence and exploitation, 

including human trafficking. The risk of human trafficking is also related to the high numbers of 

refugees. The need to escape war and persecution may be exploited by traffickers;  the segment of 21

the population most vulnerable to fall victim to trafficking is women and girls, especially those 

 UNODC (2016) Global Report on Trafficking in Persons, United National Office on Drugs and Crime, Vienna. Available online: 20

https://www.unodc.org/documents/data-and-analysis/glotip/2016_Global_Report_on_Trafficking_in_Persons.pdf Accessed 
December 27, 2018.
 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 21

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 3, 2019.
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Figure 10: Destinations of trafficking victims from sub-Saharan African countries 2016. Source: UNODC
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fleeing war and persecution.  Human trafficking in the context of conflict zones has received much 22

attention from the international community.  In UN Resolution 2388 from November 2017, the UN 23

Security Council expressed deep concern over the fact that human trafficking in armed conflict 

zones continues to occur. The Council emphasized that certain offenses related to human trafficking 

may constitute a war crime. In the Resolution, the Council again condemned all acts of 

trafficking for the purpose of sexual slavery and sexual exploitation committed by the Islamic 

State, Boko Haram, and other terrorist organizations or armed groups.  Human trafficking is 24

another dimension of violence, cruelty and abuse occurring in the context of armed conflict. While 

trafficking has many forms, it always involves exploitation. Victims are trafficked for exploitation 

through forced labor in various sectors such as agriculture, mining, local slavery, sexual 

exploitation or combat.  25

The violence that characterizes armed conflict zones shapes conditions for various players, 

including armed groups, to force or deceive civilians into situations where they are exploited. The 

factors that increase vulnerability to human trafficking in armed conflict zones include: 1. The 

collapse of a state, the deterioration of the rule of law, and impunity. 2. Forced displacement. 3. 

Humanitarian needs and socioeconomic status. 4. Social division and family dissolution. A 

combination of various components that characterize armed conflict increases the risk of human 

trafficking (Fig. 11). Armed conflict intensifies the social and economic vulnerability of the people 

affected by the conflict. In addition, the rule of law, whose purpose is to protect people and civilians 

in times of peace, often fades and is neutralized as a result of armed conflict. The disintegration of 

state institutions and, as a result, impunity, contribute to the creation of fertile ground for human 

trafficking.  26

 CTED, Identifying and Exploring the Nexus between Human Trafficking, Terrorism, and Terrorism Financing 2018, United 22

Nations Security Council Counter Terrorism Committee Executive Directorate.
 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 23

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 3, 2019.
 United Nations Security Council, November 2017, Resolution, S/RES/2388, para 10. Available online at: https://undocs.org/S/24

RES/2388(2017). Accessed March 5, 2019.
 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 25

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 3, 2019. 
 Ibid.26
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In West Africa and Central Africa, designated terrorist groups of a different nature combine political 

violence and armed groups alongside criminal organizations. They are scattered throughout Africa 

but communicate with one another, with varying degrees of cooperation, to promote the individual 

interests of each organization.  27

 Trafficking Hotspots

 Sudan

Due to regional instability and conflict zones, over 2.9 million people in Sudan are at risk, including 

refugees, displaced persons and asylum seekers. They are susceptible to trafficking because they 

lack economic stability or access to the legal system. Over the past five years, Sudan has been 

reported as a transit, source and destination country for human trafficking for forced labor, sex 

trafficking and child soldiers. Sudanese women and girls, especially the displaced, refugees or those 

from rural areas, are vulnerable to local slavery; Sudanese girls are vulnerable to sex trafficking.  28

 FATF-GIABA-GABAC (2016), Terrorist Financing in West and Central Africa, FATF, Paris. Available online: http://www.fatf-27

gafi.org/media/fatf/documents/reports/Terrorist-Financing-West-Central-Africa.pdf Accessed December 27, 2018.
 DOS (2018) Trafficking in Persons, Department of State, USA. Available online: https://www.state.gov/documents/organization/28

282798.pdf Accessed December 27, 2018.

!16

Humanitarian need and socioeconomic stress

 Figure 11: Risk factors that increase vulnerability for human trafficking in armed conflict zones according to the UNODC
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Europe supported the Sudanese government’s attempt to limit immigration routes through Sudan to 

Europe, but these efforts led to underground immigration, which increased the vulnerability of 

migrants to exploitation by traffickers, corrupt security forces and criminal networks, especially in 

the eastern part of the country. Due to the ongoing conflict in South Sudan, there has been an 

increase in the number of South Sudanese refugees who have come to Sudan, many of whom are 

vulnerable to exploitation in Sudan. International organizations continue to document cases of 

citizens of Western and Central African countries — mainly Niger, Mali and Chad — who arrived 

in Sudan through unregulated migration routes where they fell victim to trafficking.  Darfur is a 29

preferred route to Libya, since the border that can be breached and the ongoing lack of security 

enables traffickers to operate throughout the region with impunity. The Egyptian route, which was 

no longer in use, has become active again and now serves the wave of migration to Europe; 

Sudanese citizens and other African citizens allegedly use this route.  30

 South Sudan

South Sudan is a source and destination country for men, women and children subjected to forced 

labor and sex trafficking. South Sudanese women and girls, especially those displaced or from rural 

areas, are susceptible to local slavery throughout the country or to sex trafficking. Some of the 

traffickers operate in organized networks inside and outside the country.   31

The violent conflict that continued throughout 2017 increased the number of displaced persons to 

1.9 million and the number of refugees in neighboring countries to nearly 2.43 million, as of 

January 2018. These groups, including orphaned children, are at increased risk of falling victim to 

trafficking and other forms of exploitation. Unaccompanied minors in refugee or displaced persons 

camps are particularly vulnerable to sex trafficking. Inter-racial kidnappings and kidnappings by 

external criminal elements continue between different communities in southern Sudan, and the 

traffickers subjugate the abductees to forced labor or the sex industry.  32

 Ibid.29

 Ibid.30

 Ibid.31

 DOS (2018) Trafficking in Persons, Department of State, USA. Available online: https://www.state.gov/documents/organization/32

282798.pdf Accessed December 27, 2018.
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 Nigeria

In Nigeria and neighboring countries, slave markets  are a major source of human trafficking for 33

sexual exploitation. The country is a center for sex trafficking made possible by organized crime. 

Benin City, in northern Lagos, has become a recruitment center for trafficking in women in Europe. 

In the beginning of the 2000’s, trafficking in the region was organized and based on criminal 

networks that trafficked women and girls through Lagos airport into Europe, exploiting migration 

loopholes, thus requiring sophisticated smuggling methods. However, regional changes resulting in 

increased border guards at the airport in Lagos and the government vacuum in Libya led trafficking 

networks to adapt. They changed from hierarchical mafia structures to cell-based structures, thus 

eliminating the barriers to functioning as an independent trafficker or smuggler. In addition, Boko 

Haram, the rebel organization affiliated with the Islamic State, engages in the trafficking of children 

as soldiers or porters, and abducts young girls for forced marriage to members of the organization. 

Women and girls displaced from their homes by Boko Haram in northeastern Nigeria are also at 

high risk of falling victim of sex trafficking.  34

 Libya

In a June 2018 report issued by the US State Department on human trafficking, Libya was classified 

as a Special Case for the third consecutive year (2016-2018). The Libyan government is struggling 

to attain institutional capacity and resources to address the phenomenon of trafficking because the 

administration is focused on establishing territorial control and combating extreme violence. For 

example, the legal system is not functioning at full capacity and some courts have been inactive 

since 2014. Libya continues to be characterized by militia violence, civil tensions and lawlessness. 

Thus, various armed groups continue to fill the security vacuum throughout the country. These 

groups commit human rights violations, including unlawful killings. During 2017, there were 

reports about the trafficking of African migrants for forced labor along with other types of 

exploitation by criminal networks, government officials and independent employers. In the report, 

Secretary of State Mike Pompeo also noted that human trafficking undermines national security, 

disrupts markets, and enriches international crime organizations and terrorist organizations.  35

 FATF-GIABA-GABAC (2016), Terrorist Financing in West and Central Africa, FATF, Paris. Available online: http://www.fatf-33

gafi.org/media/fatf/documents/reports/Terrorist-Financing-West-Central-Africa.pdf Accessed December 27, 2018.
 Rune Henriksen and Sasha Jesperson (October 11, 2018). Why is Nigeria a Hub for Human Trafficking? Delta 8.7 Available online 34

at: https://delta87.org/2018/10/why-nigeria-hub-human-trafficking/ Accessed March 5, 2018.
 DOS (2018) Trafficking in Persons, Department of State, USA. Available online: https://www.state.gov/documents/organization/35

282798.pdf Accessed December 27, 2018.
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TRAFFICKING WOMEN AS A MEANS OF FINANCING TERRORISM 

Armed groups use human trafficking as part of a strategy to gain control over the local population, 

including kidnapping civilians for sexual slavery or forced marriage. However, human trafficking 

by armed groups also has an economic dimension and the revenues derived from trafficking 

activities can help finance the organization's operational activities.  In 2017, the Secretary-General 36

of the UN reported that human trafficking can generate a return as part of the "shadow economy" of 

conflict and terrorism, including through sexual exploitation and sexual slavery. For example, 

victims of sexual exploitation are separated in order to extort money from their families.  In West 37

Africa and Central Africa, terrorist groups have engaged in sex trafficking or the trafficking of 

children to finance their activities.  In North Africa, armed groups have been documented in 38

control of detention and detainment centers for migrants and refugees who are likely being used as 

a source of financing.  Below are descriptions of case studies demonstrating the connection 39

between human trafficking and terrorism financing. 

 Case Study 1: The Islamic State and the Yazidis

The struggle against the Islamic State shed light on the connection between human trafficking and 

terrorist organizations. Terrorist organizations that control territory use human trafficking as an 

opportunistic means to raise funds and support their activities. Although human trafficking is not a 

primary source of revenue for terrorists, especially in comparison to other, more profitable sources 

of financing such as natural resources, taxation and extortion, it is an opportunistic source of 

financing that has the potential to grow as a result of the Islamic State’s loss of territory. 

After the siege on the Yazidis on Sinjar Mountain in August 2014, Islamic State fighters separated 

the men from the women and children, took the young girls and abused them sexually, raped them 

and committed other sexual violence on them related to the conflict - they were taken as sex 

slaves.  The slaves were first offered to the Islamic State leaders, then to foreign buyers for 40

 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 36

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 3, 2019.
 United Nations Security Council, Report of the Secretary-General on conflict-related sexual violence, S/2017/249, para 8.37

 FATF-GIABA-GABAC (2016), Terrorist Financing in West and Central Africa, FATF, Paris. Available online: http://www.fatf-38

gafi.org/media/fatf/documents/reports/Terrorist-Financing-West-Central-Africa.pdf Accessed December 27, 2018.
 United Nations Support Mission in Libya & United Nations Office of the High Commissioner for Human Rights, 2016, Detained 39

and Dehumanized: Report on human rights abuses against migrants in Libya, pp. 16ff; Interview, United Nations Support Mission in 
Libya, March 2018.
 A Call for Accountability and Protection: Yezidi Survivors of Atrocities Committed by ISIL (August 2016) Office of the United 40

Nations High Commissioner for Human Rights UN Assistance Mission for Iraq – Human Rights Office.
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thousands of dollars, and finally to Islamic State fighters for around $165. The Islamic State itself 

confirmed the sexual slavery of female captives in the price list of the slaves that it distributed (Fig. 

12). The list was authenticated by the Special Representative of the UN Secretary-General on 

Sexual Violence in Conflict, Zainab Bangura.  In addition, there is evidence of attempts by the 41

Islamic State to sell sex slaves on the Internet.  42

 

Another document published by the Islamic State concerning sexual slavery is "Questions and 

Answers on Taking Captives and Slaves." The article provides ideological and religious 

justifications for sex slavery and human trafficking, and provides permission from religious 

scholars to take non-Muslim women captive, and to buy, sell or gift them as slaves since they are 

barely property.  43

 Palai. M. ‘Report of the Human Rights Council on its twenty eighth session’, ONCHER (2015). P. 119.41

 Joby Warrick (May 28, 2016) ISIS fighters seem to be trying to sell sex slaves online. The Washington Post. Accessed January 19, 42

2019.
 “Questions and Answers on Taking Captives and Slaves (2014). Diwan al-Buhouth wal-Iftaa, (Departments of Scholarly Research 43

and Verdicts in the Islamic State) printed by house of al-Himma Library.
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Figure 12: The price list for sex slaves distributed by the Islamic State
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In the fourth issue of Dabiq magazine, an article was published titled, “The Revival of Slavery 

Before the Hour”. The article deals with the attack on Yazidis on Sinjar Mountain and refers to them 

as pagans, thereby permitting their enslavement. The article claims that the re-integration of slavery 

is a sign of the End of Days; an eschatological justification (Fig. 13).  In the ninth issue of Dabiq, 44

an article was published titled "Slave-Girls or Prostitutes?”.  The article reviews the custom of 45

slavery throughout history and provides historical and religious justifications. The author 

provides an analogy between sexual slavery and prostitution, and wonders why, if the West does not 

denounce prostitution, is sexual slavery considered rape? (Fig. 14). 

Moreover, in Libya, groups that swore allegiance to the Islamic State are involved in kidnappings 

and sexual abuse. In 2015 and 2016, it was reported that the Islamic State in Libya had kidnapped 

and taken captive 540 migrants and refugees, including 63 women who were forced into sexual 

slavery for Islamic State fighters.  46

 “The Revival of Slavery Before the Hour” (2014). Dabiq 4, 14-18.44

 Umm Sumayyah Al-Muhajirah, (2014). “Slave-Girls or Prostitutes?” Dabiq 9, 44-49, Al-Hayat.45

 Report of the Secretary-General on Conflict-Related Sexual Violence, 2018, p. 19, 21. Available online: https://www.un.org/46

sexualviolenceinconflict/wp-content/uploads/report/s-2018-250/SG-REPORT-2017-CRSV-SPREAD.pdf. Accessed March 2, 2019.
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Case Study 2: Boko Haram 
Boko Haram is a rebel group affiliated with the Islamic State (the organization’s West Africa 

Province) and is active in northeastern Nigeria, Cameroon, Chad and Niger. The group promotes a 

Salafi-jihadist ideology and strives to establish a caliphate in Nigeria. In order to further their cause, 

the group carried out large-scale attacks in Nigeria, including the attack on the UN headquarters in 

Abuja in 2011, the abduction of nearly 300 girls in April 2014, and the massacre in the northern city 

of Baga and its surrounding villages in January 2015, in which approximately 2,000 civilians were 

killed. Boko Haram carries out semi-military operations against the Nigerian government and its 

neighbors, as well as terrorist attacks, as the unstable security situation in Nigeria and its environs 

allows the organization to cross the borders with Cameroon, Chad and Niger, evade security forces 

and carry out attacks in the region. 

Although Boko Haram was originally an underground group, from 2011 to 2015 the organization 

controlled territory in northeastern Nigeria to realize its vision of establishing an Islamic state. The 

Nigerian army expelled Boko Haram from most of the territory that it held, and as of January 2017 

the organization has a foothold in strips of territory in northeastern Nigeria, including the cities of 

Baga, Bama, Gwoza, Gulani and its environs.  Boko Haram was declared a terrorist organization 47

by the United States  and by the UN.  48 49

While some of Boko Haram's financing comes from the region in which it operates (Nigeria and the 

areas bordering it), developments related to its alliances with other declared terrorist 

organizations in Africa and the Middle East may affect its financing strategy. First, it was 

widely assumed that Boko Haram was affiliated with Al-Qaeda. After the terrorist attacks in 2001, 

Osama bin Laden transferred financial assistance to Nigeria to divide between groups that share Al-

Qaeda’s worldview on the application of Islamic law. One of the biggest beneficiaries of this 

funding was, ostensibly, Boko Haram. In 2015, Boko Haram swore allegiance to the Islamic State, 

which confirmed its acceptance of the group’s allegiance through official channels and marked its 

expansion to Nigeria. In addition, there is evidence that Boko Haram cooperates with Al-Shabab, 

 Counter Extremism Project (CEP). (n.d.). Boko Haram. Available online at: https://www.counterextremism.com/threat/boko-47

haram. Accessed March 2, 2019.
 US Department of State. (n.d.). Designated Foreign Terrorist Organizations. Available online at: https://www.state.gov/j/ct/rls/48

other/des/123085.htm. Accessed March 2, 2019.
 UN (2014), Security Council Al-Qaida Sanctions Committee Adds Boko Haram to Its Sanctions List. SC/11410 May 22, 2014. 49

Available online at: https://www.un.org/press/en/2014/sc11410.doc.htm. Accessed March 2, 2019.
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which operates in the Horn of Africa and in East Africa. This cooperation allows Boko Haram to 

send fighters for training in Somalia.   50

In addition, the organization kidnapped thousands of women and girls for local slavery, forced labor 

and sexual slavery for the organization's fighters.  Women who became refugees as a result of 51

Boko Haram's activities were taken by traffickers for the purpose of forced prostitution.  Evidence 52

indicates that Boko Haram is not directly involved in the sale of women to traffickers. 

However, reports do indicate a link between traffickers and terrorism along routes south of 

Nigeria, via Niger and Libya, to Europe.  53

Case Study 3: Al-Dabbashi Militia 

In June 2018, the UN Security Council added Ahmad al-Dabbashi, along with five others, to a list 

of sanctions that includes the freezing of assets and departure prohibition. In the designation, it 

stated that Ahmad Oumar al-Dabbashi is the commander of the Al-Dabbashi militia, which operates 

in Libya in the coastal area between Sabratha and Melita. Al-Dabbashi is the leader of illegal 

activities related to the trafficking of migrants. The Al-Dabbashi tribe and militia also 

cultivate ties with terrorist groups and violent extremist groups. Al-Dabbashi is currently active 

in the Zawiya region, after conflicts broke out with militias and other smuggling organizations in 

the coastal area in October 2017, which resulted in the death of over 30 people, including civilians. 

There is evidence that the Al-Dabbashi militia was directly involved in the illegal trafficking and 

smuggling of migrants, and that its militia controls migrants’ exit areas, camps, safe houses and 

boats. There is information to support the conclusion that Al-Dabbashi has exposed migrants, 

including minors, to cruel conditions and sometimes to deadly circumstances at sea and on land. 

Following the violent clashes between Al-Dabbashi's militia and other militias in Sabratha, 

thousands of migrants were located, most of whom were being held under harsh conditions in 

centers operated by Al-Dabbashi. The Al-Dabbashi tribe and its militia have extensive ties with 

 FATF-GIABA-GABAC (2016), Terrorist Financing in West and Central Africa, FATF, Paris. Available online: http://www.fatf-50

gafi.org/media/fatf/documents/reports/Terrorist-Financing-West-Central-Africa.pdf Accessed December 27, 2018.
 Karen Edwards (2018) Stolen Daughters: Kidnapped by Boko Haram. Documentary by BBC2 and ARTE France. Available online 51

at: https://www.hbo.com/content/hboweb/en/documentaries/stolen-daughters-kidnapped-by-boko-haram/synopsis.html. Accessed 
March 6, 2019.
 Nikita Malik, The Henry Jackson Society, Trafficking Terror: How Modern Slavery and Sexual Violence Fund Terrorism, 2017, p. 52

46. 
 FATF-APG (2018), Financial Flows from Human Trafficking, FATF, Paris, France, June 2018. Available online: http://www.fatf-53

gafi.org/media/fatf/content/images/Human-Trafficking-2018.pdf
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the Islamic state and its branches. Several Islamic State operatives were members of their 

ranks, including Abdallah al-Dabbashi, a caliph from the Islamic State in Sabratha.  54

DISCUSSION AND CONCLUSIONS 

Human trafficking is a widespread phenomenon and all countries are affected by it, whether as 

countries of origin, transit or destination of trafficking victims. It is likely that such crimes are 

under-reported since victims of trafficking do not know the local language or culture, and their 

foreignness increases their vulnerability and deters them from exercising their rights. One niche that 

has not yet been sufficiently explored is the use of sites on the darknet as a platform for human 

trafficking, as a means of financing terrorism in particular. In November-December 2018, a trend 

was identified that focused on the sale of African women for the sex industry. Although we cannot 

present a clear link between human trafficking and terrorism financing, in light of the severity of the 

violation, the potential of a connection itself justifies an in-depth study. 

The phenomenon of human trafficking is particularly prevalent in areas affected by armed conflict. 

In these areas, the local population faces humanitarian and socioeconomic distress, and many 

residents are uprooted from their homes, suffer persecution and become refugees. Along with the 

collapse of government in these areas, the legal system whose function it is to protect the citizens of 

the state also collapses, and a vacuum is created in which criminals effectively operate with 

impunity. The distress faced by the local population in the absence of legal protection leads them to 

seek alternatives to a better life, increasing their vulnerability and the risk of them falling victim to 

traffickers.  

In the context of armed conflict, traffickers can be classified into two profiles. The first is 

opportunistic traffickers — criminal groups or individuals motivated by profit who engage in 

human trafficking as a means of leveraging opportunities created by the armed conflict.  This 55

profile is found mainly in North Africa and the Sahel, which are populated by nomadic tribes 

historically characterized by trafficking activities — including smuggling — as a critical tool for 

their economy, culture, and survival. The government vacuum in Libya, for example, shaped its 

formation as a major trafficking route for transporting people from African countries to Europe. The 

second is armed groups that use their military force to exploit civilians and opponents for various 

 UN, (June 7, 2018). Ahmad Oumar al-Dabbashi’s Designation. Available online at: https://www.un.org/securitycouncil/sanctions/54

1970/materials/summaries/individual/ahmad-oumar-al-dabbashi. Accessed March 5, 2019.
 UNODC (2018), Global Report on Trafficking in Persons, Booklet 2: Trafficking in persons in the context of armed conflict 55

(United Nations publication, Sales No. E.19.IV.2). Available online at: https://www.unodc.org/documents/data-and-analysis/glotip/
2018/GloTIP2018_BOOKLET_2_Conflict.pdf. Accessed March 3, 2019.
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purposes.  This profile is mainly found in West Africa and Central Africa, where declared terrorist 56

groups and armed groups that engage in political violence operate. In Nigeria, for example, Boko 

Haram operates against the Nigerian government and its neighbors. This organization abducted 

thousands of women and girls for local slavery, forced labor and sexual slavery for the 

organization’s fighters. Although Boko Haram is not directly involved in the sale of women to 

traffickers, reports do indicate a link between traffickers and terrorism along routes south of 

Nigeria, via Niger and Libya, to Europe. 

However, this is not a dichotomous division (Fig. 15). Although groups use human trafficking as 

part of a strategy to gain control over a local population, the economic dimension of human 

trafficking is not lost on them. Even though human trafficking is not a primary source of revenue 

for terrorists compared to other, more profitable sources of terrorist financing, such as natural 

resources, taxation and extortion, it is an opportunist and attractive source of funding for them, 

backed by eschatological, historical and religious justifications. 

 

Geopolitical developments in Africa in recent years created an environment that enabled the 

emergence of the human trafficking phenomenon. First, contrary to the prevailing view that the fall 

of the Caliphate in October 2017 was the end of the Islamic State, following the fall of Raqqah, the 

organization strengthened its hold on secondary arenas, including Khorasan, Southeast Asia and 

Africa. With the loss of territorial sources of financing (as noted, natural resources, taxation and 

extortion), the potential to turn to human trafficking arises as compensation for the loss of territorial 

revenue. This potential increases in light of the justifications provided by the Islamic State to 

legitimize the phenomenon, and against the backdrop of the nomadic-merchant culture that has 

characterized the region from time immemorial. Second, the origins of the Nigerian Boko Haram 

 Ibid. 56
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Figure 15: Profile of traffickers in armed conflict zones
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are identified with Al-Qaeda, it cooperates with Al-Shabab, and in March 2015, its leadership of 

swore allegiance to the Islamic State, marking the latter’s expansion to West Africa. These 

developments related to Boko Haram's alliances with other terrorist organizations may affect its 

financing strategy. Boko Haram is notorious for gross human rights violations with respect to the 

abuse of women, as demonstrated in its abductions of thousands of women and girls for local 

slavery, forced labor and sexual slavery for the organization's operatives (which constitute an 

indirect source of financing). Although there is no evidence that Boko Haram is directly involved in 

the sale of women to traffickers, reports indicate a link between traffickers and terrorism along 

routes from southern Nigeria, via Niger and Libya, to Europe. Third, since the fall of Gaddafi’s 

regime in 2011, Libya has been facing a government vacuum reflected in the struggle to establish 

territorial control and the struggle against violence by extremists, as well as a legal vacuum 

reflected in the collapse of a court system that has not functioned since 2014. These conditions have 

shaped Libya as the main axis for human trafficking from West Africa to the Middle East and 

Europe, and lay the foundation for the emergence of tribal militias, such as the Al-Dabbashi militia, 

which is involved in human trafficking and cultivates ties with terrorist organizations. This 

connection may mark the beginning of a trend of strengthening ties between terrorist 

organizations and criminal organizations in Africa, especially human trafficking 

organizations, as a means of financing terrorism. If this assessment is accepted, then the 

phenomenon must be met with a comprehensive response that also addresses the use of information 

and communication technologies as platforms that enable/facilitate the perpetration of these crimes, 

as seen in this study.
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